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MX (MAIL EXCHANGER) LOOKUP

Use this MX lookup tool to find the MX records of a domain. When you send an email you "ask" (via the SMTP server) which is the system that handles

emails for the recipient domain, and MX records are used to address emails on the Internet. For a quick test, type "google.com" in the form below:

MX LOOKUP RESULT

ric.gob.gt. 3557 IN MX 10 mail.ric.gob.gt.
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VERIFY EMAIL ADDRESS Tool

SUBNET CALCULATOR Tool

MAIL EXCHANGER LOOKUP Tool

PING IP ONLINE Tool

EXTRACT IP ADDRESSES Tool

EXTRACT ISP ADDRESSES Tool

DOMAIN TOOLS

ALEXA TRAFFIC RANK CHECKER Tool

DOMAIN AGE CHECKER Tool

HTTP SERVER HEADER CHECK Tool

BROWSER TOOLS

 HTTP BROWSER REQUEST HEADERS Tool

ADVERTISEMENT
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Work in progress!
Follow IntoDNS on Twitter

ric.gob.gt Report

Category Status Test name Information

Parent Domain NS records Nameserver records returned by the parent servers are:

ns2.ric.gob.gt.   ['190.111.0.183']   [TTL=14400]

ns1.ric.gob.gt.   ['190.111.0.182']   [TTL=14400]

ns-ext.nic.cl was kind enough to give us that information.

TLD Parent Check WARNING: Looks like the parent servers do not have information for your TLD when asked. This is ok but can be confusing.

Your nameservers are

listed

Good. The parent server ns-ext.nic.cl has your nameservers listed. This is a must if you want to be found as anyone that

does not know your DNS servers will first ask the parent nameservers.

DNS Parent sent Glue Good. The parent nameserver sent GLUE, meaning he sent your nameservers as well as the IPs of your nameservers. Glue

records are A records that are associated with NS records to provide "bootstrapping" information to the nameserver.(see

RFC 1912 section 2.3)

Nameservers A

records

Good. Every nameserver listed has A records. This is a must if you want to be found.

NS NS records from your

nameservers

NS records got from your nameservers listed at the parent NS are:

ns2.ric.gob.gt  ['190.111.0.183']   [TTL=3600]

ns1.ric.gob.gt  ['190.111.0.182']   [TTL=3600]

Recursive Queries Good. Your nameservers (the ones reported by the parent server) do not report that they allow recursive queries for

anyone.

Same Glue The A records (the GLUE) got from the parent zone check are the same as the ones got from your nameservers. You have

to make sure your parent server has the same NS records for your zone as you do according to the RFC. This tests only

nameservers that are common at the parent and at your nameservers. If there are any missing or stealth nameservers you

should see them below!

Glue for NS records OK. When I asked your nameservers for your NS records they also returned the A records for the NS records. This is a

good thing as it will spare an extra A lookup needed to find those A records.

Mismatched NS

records

OK. The NS records at all your nameservers are identical.

DNS servers

responded

Good. All nameservers listed at the parent server responded.

Name of nameservers

are valid

OK. All of the NS records that your nameservers report seem valid.

Multiple Nameservers Good. You have multiple nameservers. According to RFC2182 section 5 you must have at least 3 nameservers, and no

more than 7. Having 2 nameservers is also ok by me.

Nameservers are lame OK. All the nameservers listed at the parent servers answer authoritatively for your domain.

Missing nameservers

reported by parent

OK. All NS records are the same at the parent and at your nameservers.

Missing nameservers

reported by your

nameservers

OK. All nameservers returned by the parent server ns-ext.nic.cl are the same as the ones reported by your nameservers.

Domain CNAMEs OK. RFC1912 2.4 and RFC2181 10.3 state that there should be no CNAMEs if an NS (or any other) record is present.

NSs CNAME check OK. RFC1912 2.4 and RFC2181 10.3 state that there should be no CNAMEs if an NS (or any other) record is present.

Different subnets WARNING: Not all of your nameservers are in different subnets

IPs of nameservers

are public

Ok. Looks like the IP addresses of your nameservers are public. This is a good thing because it will prevent DNS delays and

other problems like

DNS servers allow TCP

connection

OK. Seems all your DNS servers allow TCP connections. This is a good thing and useful even if UDP connections are used

by default.

ssend feedback

intoDNS: ric.gob.gt - check DNS server and mail server health https://intodns.com/ric.gob.gt
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Category Status Test name Information

Different autonomous

systems

WARNING: Single point of failure

Stealth NS records

sent

Ok. No stealth ns records are sent

SOA SOA record The SOA record is:

Primary nameserver: ns1.ric.gob.gt

Hostmaster E-mail address: admin.ric.gob.gt

Serial #: 2018012618

Refresh: 3600

Retry: 600

Expire: 1209600   2 weeks

Default TTL: 3600

NSs have same SOA

serial

OK. All your nameservers agree that your SOA serial number is 2018012618.

SOA MNAME entry OK. ns1.ric.gob.gt That server is listed at the parent servers.

SOA Serial Your SOA serial number is: 2018012618. This appears to be in the recommended format of YYYYMMDDnn.

SOA REFRESH OK. Your SOA REFRESH interval is: 3600. That is OK

SOA RETRY Your SOA RETRY value is: 600. Looks ok

SOA EXPIRE Your SOA EXPIRE number is: 1209600.Looks ok

SOA MINIMUM TTL Your SOA MINIMUM TTL is: 3600. This value was used to serve as a default TTL for records without a given TTL value and

now is used for negative caching (indicates how long a resolver may cache the negative answer). RFC2308 recommends a

value of 1-3 hours. Your value of 3600 is OK.

MX MX Records Your MX records that were reported by your nameservers are:

10   mail.ric.gob.gt   190.111.0.182

[These are all the MX records that I found. If there are some non common MX records at your nameservers you should see

them below. ]

Different MX records

at nameservers

Good. Looks like all your nameservers have the same set of MX records. This tests to see if there are any MX records not

reported by all your nameservers and also MX records that have the same hostname but different IPs

MX name validity Good. I did not detect any invalid hostnames for your MX records.

MX IPs are public OK. All of your MX records appear to use public IPs.

MX CNAME Check OK. No problems here.

MX A request returns

CNAME

OK. No CNAMEs returned for A records lookups.

MX is not IP OK. All of your MX records are host names.

Number of MX records OK. Looks like you only have one MX record at your nameservers. You should be careful about what you are doing since

you have a single point of failure that can lead to mail being lost if the server is down for a long time.

Mismatched MX A OK. I did not detect differing IPs for your MX records.

Duplicate MX A

records

OK. I have not found duplicate IP(s) for your MX records. This is a good thing.

Reverse MX A records

(PTR)

Your reverse (PTR) record:

182.0.111.190.in-addr.arpa ->  mail.ric.gob.gt

You have reverse (PTR) records for all your IPs, that is a good thing.

WWW WWW A Record Your www.ric.gob.gt A record is:

www.ric.gob.gt  [190.111.0.185] 

IPs are public OK. All of your WWW IPs appear to be public IPs.

WWW CNAME OK. No CNAME

Processed in 0.815 seconds.
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Overall Results: 1

FAIL

1

WARNING

26

PASS

3

INFO

PARENT

Status Test Name Information

PASS
Parent zone provides NS

records

Parent zone exists and provides NS records. This is good because some domains, usually third or fourth level domains, such as 'example.co.us'

do not have a direct parent zone. This is legal but can cause confusion. The NS Records provided are (nameserver | IP Address | TTL):

ns1.ric.gob.gt. | 190.111.0.182

ns2.ric.gob.gt. | 190.111.0.183

PASS Number of nameservers

At least 2 (RFC2182 section 5 recommends at least 3), but fewer than 8 NS records exist (RFC1912 section 2.8 recommends that you have no

more than 7). This meets the RFC minimum requirements, but is lower than the upper limits that some domain registrars have on the number

of nameservers. A larger number of nameservers reduce the load on each and, since they should be located in different locations, prevent a

single point of failure. The NS Records provided are:

ns1.ric.gob.gt. | 190.111.0.182 | TTL=14400

ns2.ric.gob.gt. | 190.111.0.183 | TTL=14400

NS

Status Test Name Information

PASS Unique nameserver IPs

All nameserver addresses are unique. The Nameservers provided are nameservers that supply answers for your zone, including those

responsible for your mailservers or nameservers A records. If any are missing a name (No Name Provided), it is because they did not send an A

record when asked for data or were not specifically asked for that data:

ns2.ric.gob.gt. | 190.111.0.183

ns1.ric.gob.gt. | 190.111.0.182

PASS All nameservers respond

All nameservers responded. We were able to get a timely response for NS records from your nameservers, which indicates that they are

running correctly and your zone (domain) is valid. The Nameservers provided are nameservers that supply answers for your zone, including

those responsible for your mailservers or nameservers A records. If any are missing a name (No Name Provided), it is because they did not

send an A record when asked for data or were not specifically asked for that data:

ns2.ric.gob.gt. | 190.111.0.183

ns1.ric.gob.gt. | 190.111.0.182

PASS Open DNS servers

Nameservers do not respond to recursive queries. Your DNS servers do not announce that they are open DNS servers (i.e. answering

recursively). Although there is a slight chance that they really are open DNS servers, this is very unlikely. Open DNS servers increase the

chances of cache poisoning, can degrade performance of your DNS, and can cause your DNS servers to be used in an attack, so it is imperative

that externally facing DNS servers do not recursively answer queries.

PASS All nameservers authoritative
All nameservers answered authoritatively for the zone. This indicates that the zones for this domain are set up correctly on your nameservers

and that we should be able to get good responses to further queries.

PASS NS list matches parent list
NS list matches list from parent zone. This indicates that your parent nameservers are 'aware' of the correct authoritative nameservers for

your domain. This ensures less overhead for DNS queries, because an extra DNS resolution step is not required.

PASS
NS address list matches

parent zone

NS addresses matches list from parent zone. This indicates that your parent nameservers are 'aware' of the correct authoritative nameservers

for your domain. This ensures less overhead for DNS queries, because an extra DNS resolution step is not required.

PASS Stealth nameservers
No stealth nameservers discovered. There is very little chance that there will be 'confusion' when resolving your domain records from the

parent nameservers. There appear to be no 'extra' nameservers listed that the parent might try to refer to and cause DNS resolution delays.

INFO Stealth nameservers respond
No stealth nameservers to test. This is simply a note to indicate that you do not have any stealth nameservers to test, which is what is

normally expected of domains.

Toolbox | DNSstuff | DNSreport Results for ric.gob.gt https://tools.dnsstuff.com/#dnsReport|type=domain&&value=ric.gob.gt
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Status Test Name Information

PASS TCP allowed
All nameservers respond to queries via TCP. It is important that your DNS servers respond to both TCP and UDP connections. TCP Port 53 is

used for large queries and responses, zone transfers, and is part of the DNSSEC standard.

PASS Nameserver software version

Responses from nameservers do not appear to be version numbers. While version information is important internally, DNS version information

displayed externally can leave your servers vulnerable to version-specific exploits. Your servers appear to hide this information and are likely

safer.

PASS
All nameservers have

identical records
All of your nameservers are providing the same list of nameservers.

PASS
All nameserver addresses are

public
All of your nameserver addresses are public. If there were any private IPs, they would not be reachable, causing DNS delays.

SOA

Status Test Name Information

PASS SOA record check

All nameservers provided a SOA record for the zone. This is good because your nameservers should be configured in a master slave

relationship, which allows uniform updates and agreement of resource record data. The SOA records provided are:

Primary nameserver: ns1.ric.gob.gt.

Hostmaster E-mail address: admin@ric.gob.gt.

Serial #: 2018012618

Refresh: 3600

Retry: 600

Expire: 1209600

Minimum: 3600

PASS SOA serial agreement
All nameserver SOAs agree on the serial number. This means that your nameservers are using the same data (unless you have different sets of

data with the same serial number, which would be very bad)!

PASS SOA field check
All SOA fields are within recommended ranges. This is good because maintaining the proper values within your SOA reduces the amount of

unnecessary network traffic, but ensures that your records are updated in a timely manner.

MX

Status Test Name Information

WARN MX records check

Only one MX record exists within the zone. This is ok, but it is a better practice to have at least two mail servers operating on a domain, to

ensure more reliable mail deliverability. The MX record provided is:

preference = 10 mail.ric.gob.gt. [190.111.0.182]

PASS Differing mailserver addresses

All hostnames referenced by MX records resolve to different IP addresses. It is important that you have different IP addresses for your MX

records, as it ensures that there is not a single point of failure for mail delivery. The hostname IP addresses are:

190.111.0.182 has mail.ric.gob.gt. | 190.111.0.182 listed.

PASS
Reverse DNS entries for MX

servers

All addresses referenced by MX records have matching reverse DNS entries. This is good because many mail platforms and spam-prevention

schemes require consistency between MX hostnames and IP address PTR records, aka reverse DNS.

MAIL

Status Test Name Information

PASS All IP addresses public All mailserver IP addresses are public. If there were any private IPs, they would not be reachable.

FAIL Connect to mail server

All connections to Mailservers port 25 have failed. The standard port for SMTP transactions is 25, so your servers should be operating on that

port. It is recommended that it be fixed in order for your mail service to operate properly. The Mail Servers that failed are:

190.111.0.182 | failed message send with: messaging failure: Time out occurred or Remote server closed

connection prematurely

WWW

Status Test Name Information

PASS WWW record check

Domain has a WWW hostname.

www.ric.gob.gt. | 190.111.0.185 | 3600

PASS Domain record

The domain literal has an address record, the records found are:

ric.gob.gt. | 190.111.0.185 | 3600

Toolbox | DNSstuff | DNSreport Results for ric.gob.gt https://tools.dnsstuff.com/#dnsReport|type=domain&&value=ric.gob.gt
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Status Test Name Information

PASS IP Address(es) valid All addresses are public. If there were any private IPs, they would not be reachable, causing problems reaching your web site.

PASS WWW enabled

We connected to WWW, the title data found is:

190.111.0.185 : Bienvenido a Registro de Información Catastral | Registro de Información Catastral

PASS SSL enabled

SSL is enabled. This is good since this will encrypt data that passes from your customer's computer to your website, helping to prevent

hackers from using this data. The certificate data is:

190.111.0.185 : certificate issuer [DC = local, DC = ric, CN = CA-RIC2008]; subject [C = GT, O = RIC, CN =

www.ric.gob.gt]

DNSSEC

Status Test Name Information

INFO DNSSEC records check
No DNSSEC records created for this zone. Many major institutions and government agencies are planning to move to DNSSEC. You may want to

consider an implementation plan for the zone specified. If you implemented DNSSEC for your zone we would be able to run further tests.

SPF

Status Test Name Information

INFO SPF record check

This domain has an SPF record, or an SPF formatted TXT record. SPF usage may have a negligible impact on spam prevention and if

implemented incorrectly cause serious mail delivery problems for remote users. This software does not check the content of your SPF record

to test if it is well designed only that it exists. Your SPF record(s) for each nameserver is/are:

"v=spf1 mx ip4:190.111.0.182/32 ~all"

PASS
SPF formatted TXT record

exists

An SPF formatted TXT record was found. This configuration is in wide use as a verification mechanism. Note: this test does not verify the

design of this record only that it exists (listing includes one for each nameserver).

"v=spf1 mx ip4:190.111.0.182/32 ~all"

PASS
SPF value covers incoming

mailservers

The SPF value allows mail delivery from all mailservers in the domain. The SPF results are:

domain of ric.gob.gt designates 190.111.0.182 as permitted sender

Toolbox | DNSstuff | DNSreport Results for ric.gob.gt https://tools.dnsstuff.com/#dnsReport|type=domain&&value=ric.gob.gt
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Monitoreo de funcionamiento óptimo de servicios de enlaces de 

Internet y punto-punto 

 

El monitoreo del funcionamiento optimo del servicio de enlace de Internet y de  enlaces 

punto a punto, se realiza todos los días durante todo el día. 

Para poder llevar a cabo esta tarea, utilizábamos dos herramientas, una herramienta de 

Solarwind para monitorear el enlace de internet y la herramienta PTRG. Este monitoreo es 

de gran importancia ya que se debe mantener en funcionamiento los enlaces en yodo 

tiempo, para no afectar las actividades de la institución. 

1. En la herramienta Solarwind monitoreamos durante todo el día que el enlace de 

internet se encuentre arriba y funcionando correctamente. Si miramos algún 

problema contactamos al proveedor para ver una solución inmediata al problema. Se 

ha generado un reporte que se adjunta, para enseñar como es el monitoreo. 

 

2. Los enlaces punto a punto son monitoreados a través de la herramienta PRTG, en 

esta herramienta podemos ver el funcionamiento de los enlaces al igual si los 

enlaces se encuentran arriba. Esta acción es realizada todos los días durante todo el 

día, para constatar que los enlaces se encuentren funcionando para no interrumpir la 

producción. Se ha generado un reporte que se adjunta, para enseñar como es el 

monitoreo. 
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PRTG Traffic Grapher > All Sensors

PRTG Traffic Grapher

All Sensors

CLIENTES - DATOS

RIC

ENLACE RIC ANTIGUA_SACATEPEQUEZ - 192.168.4.100/24 - Primario 243 kbit/second

ENLACE RIC - MINFIN - 172.26.49.170/30 11 kbit/second

ENLACE RIC ESCAT - 172.26.49.114/30 <1 kbit/second

ENLACE RIC RGP - 172.26.56.116/30 63 kbit/second

ENLACE RIC FLORES PETEN - 172.26.49.126/30 401 kbit/second

ENLACE RIC COBAN - 172.26.49.118/30 505 kbit/second

ENLACE RIC MORALES IZABAL - 172.26.49.122/30 379 kbit/second

ENLACE RIC SAN JERONIMO - 172.26.49.130/30 444 kbit/second

PRTG Traffic Grapher - Monitoring Results - PRTG Traffic Grapher V6.... http://monitor1.comnetsa.com:8081/sensorlist.htm?gr6541=1&gr6540=...
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ENLACE RIC CHIQUIMULA - 172.26.49.142/30 868 kbit/second

Network Monitoring by PRTG Traffic Grapher V6.2.2.984 Enterprise Edition © 2008 Paessler AG
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